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Basic Information 

Company Introduction 

Wultra helps the leading European banks to make secure and engaging digital 

channels faster. Our range of security-related software technologies covers the whole 

digital banking application stack, be it on the web or mobile platforms. Founded in 

just 2014, security solutions by Wultra already secure the best mobile banking in the 

Czech Republic, an open banking gateway for the retail bank with over 300k clients, or 

a premium Internet banking for the most affluent clientele. 
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Executive Summary 
Banks and financial institutions are a suspect of ever more strict regulatory 
requirements. One of the new legislations that stirred up the EU banking 
ecosystem was PSD2 - the revised directive on payment services. Among the 
other requirements, the legislation requires every payment institution, such as 
a bank, to publish a dedicated interface for the third-party access to the end 
user payment accounts. This access needs to be secured with strong customer 
authentication, or SCA for short. While some banks invested a large amount of 
capital and resources into the compliance with PSD2, others used their money 
wisely and deployed lightweight, yet still compliant solutions. 

Wultra has helped numerous banks in the EU to solve the issues related to PSD2 

compliance by: 

✔ delivering ready-to-deploy SCA technology for web and mobile, 

✔ making a mobile application runtime secure, 

✔ introducing anti-fraud solutions, 

✔ assisting banks to publish the dedicated PSD2 compliant interfaces (APIs) via 

a set of consistent and cost-efficient products, and 

✔ building valuable use-cases on the new open banking infrastructure.  

We want to help your bank to publish your PSD2 API faster by offering you an "Open 

Banking Enabler for PSD2". We built this solution on a proven basis of the Wultra 

product family that protects systems of banks such as Raiffeisenbank, MONETA Money 

Bank, Equa bank, Air Bank or J&T Bank. 

The solution consists of two components: 1) a secure authentication and 

authorization platform, and 2) API connectors that publish interfaces for individual 

PSD2 / open banking related use-cases. The API connectors can be easily connected 

with your back-end systems and may be deployed behind any popular API 

management platform, such as WSO2 or API Connect by IBM. 

We believe you will find our proposition helpful and that we will be able to help your 

organization innovate while staying compliant with the requirements of the PSD2 

legislation. 



Open Banking Trends 

Related to PSD2 
Today, we can see that the biggest beneficiaries of the PSD2 legislation are the banks, 

despite their initial fears. While the third parties have trouble getting the paperwork 

done, banks already leverage the benefits of the ecosystem opening up. 

✔   Multi-banking Applications 

An apparent trend that is already happening is the emergence of the multi-banking 

applications, provided by the bank themselves. Some of the banks decided to 

integrate the multi-banking features directly to their existing digital channels, while 

others chose to introduce a standalone multi-banking app. In any case, the benefit for 

the bank is clear - a complete overview of the customer financial portfolio across 

providers. 

From the end user perspective, banks are trusted partners. According to the research 

conducted by Air Bank, approximately 60% of respondents would appreciate 

consolidation of financial products in one place. On the other hand, only 15% of 

respondents would trust their financial data to non-banking providers, while this 

number is 50% in case of the banks, who are leaders of the trust charts, followed by 

the 2nd in a row - Telco providers - who only have a trust level of 24%. 



A great example of the standalone multi-banking app is Richee app by Creditas bank 

(above). Creditas was a market new-comer and needed to differentiate from existing 

banks. Richee app was a great way to introduce something new and make the brand 

more visible in public. 

Beyond PSD2 

While PSD2 is the primary driver for open banking, some use-cases go beyond the 

regulatory requirements and can provide further revenues for the banks. 

✔   Accounting Software 

The accounting software can leverage access to an account to provide better services 

to the companies who use this accounting software. For example, payments can be 

easily paired with the invoices as soon as they are settled, without a need for any 

manual input. Also, invoices can be paid on due date automatically. 

A great case study for benefits of opening up can provide a Czech Fio bank. This bank 

was the first to open their services via API, and as a result, the bank saw a staggering 

growth of the corporate banking customers and remains the bank that the accounting 

software vendors recommend. 

✔   Banking Identity 

Banks have a very unique asset: A verified customer identity. This asset can be offered 

to other private companies - such as utility companies or telcos - to provide them with 

a convenient and reliable identity verification or to provide valuable input for the KYC 

verification. 

A great case study for this topic is Sazka - a largest Czech lottery company - who uses 

the banking identity to verify their online players and build more secure online 

entertainment and to comply with the regulatory requirements on player 

identification. 



Proposed solution 
Open Banking Enabler for PSD2 
The „Open Banking Enabler for PSD2“ provides compliance with the PSD2 legislation 

through a component, that is simple to deploy and cost-effective to maintain. 

The main component is the Wultra Web Authentication solution. This component is 

responsible for managing the SCA (strong customer authentication) verification and 

publishes an access token for the third-party applications. The application supports 

various authentication methods, such as login via username and password, SMS OTP, 

or - alternatively - a mobile token provided by Wultra. The web application can be 

easily customized to match the branding of your bank. 

The second component of the solution is a set of micro-service adapters that publish 

RESTful API for various third parties. These services are protected via the OAuth 2.0 

protocol and are available after the end user authenticates via SCA. 

The main benefits of the solution are mainly: 

✔ Regulatory compliance PSD2 (AISP, PISP, CISP) 



✔ Fast and straightforward deployment („time to market“) 

✔ Cost-efficient solution 

✔ High degree of security 

✔ Developer Documentation via Swagger 

Developer Documentation Portal 
As an optional add-on, we offer a simple to read and developer friendly technical 

documentation of the published API services. We will prepare technical 

documentation in English so that the developers can easily navigate published APIs. 

We also offer you hosting of this documentation on our cloud, including the SSL 

certificate, so that you only need to set your DNS records correctly. 

  

Solution benefits: 

✔ Easy to read and easy to manage documentation. 

✔ Better "developer experience". 

✔ Professional organization presence. 



Wultra Mobile Token 
As another solution add-on, we offer our Mobile token - a white-label application for 

iOS and Android that allows easy operation confirmation - for example, approvals of 

payments or a third-party login. 

The mobile token provides a significantly higher degree of security compared to SMS 

OTP because attacking the mobile app is substantially more complicated than 

attacking the SMS infrastructure. From the PSD2 legislation perspective, the Mobile 

token is compliant with the requirements on SCA. 

 

With Mobile Token plugin, a discounted license of Mobile Security Suite is also 

included for your organization, that you can use to secure your mobile banking app. 

Solution benefits: 

✔ Regulatory compliance with SCA requirements in PSD2. 

✔ Better user experience. 

✔ Significantly better security. 

✔ Savings for the SMS messages. 



Technology Behind the Open Banking Enabler 
for PSD2 
Basic Concepts 

The Open Banking Enabler for PSD2 consists of two main components: 

✔ Authorization Box 

Responsible for the process of strong customer authentication (SCA). 

✔ API Box 

Publishes services (RESTful API) to the third-party apps (AISP, PISP, CISP) 

From the integration standpoint, the customization of the solution and connection to 

the proprietary systems of a bank are done in a single unified connector component. 

Looking at the picture from the other perspective, the third-party apps (TPP) access 

the specific APIs of API Box after the authentication (in case of login) or authorization 

(in case of a payment) that is carried out by the Authorization Box. 

  



API Documentation 

The solution publishes automatically generated documentation for all APIs in 

the Swagger format. Optionally, the services are also documented in a structured 

developer portal, for a more professional look and improved developer experience. 

Mobile Token Support 
The solution can be easily extended with a Mobile Token plugin for an SCA 

compliance in the Internet banking or when using the third-party application via 

a PSD2 API service. 

Integration with API Management Platforms 

The solution can be easily deployed behind / integrated with any popular API 

management solution, such as WSO2, API Connect by IBM, or Kong. 

The principle of the integration is the following: 

✔ Authorization Box is configured as a federated authentication and authorization 
provider with the API Management-provided identity management system. 

✔ Services published by the API Box are configured to be published through the API 
Management platform. 

The architecture (example with WSO2 platform) is captured on the following diagram: 

 

As a positive result, the generic concerns of the API Management platform are 

separated from the specifics of the PSD2 legislation and banking. The third-party 



applications are technically still connected to / managed in the API Management 

platform (WSO2, API Connect, Kong) itself, while the security aspects related to PSD2 

(SCA, exemptions from SCA, …) and microservice API adapters (AISP, PISP, CISP) are 

implemented independently and as components that are isolated from the used API 

management platform. 

Authorization Box Architecture 
Throughout the document, we simplified the architecture of the Authorization Box for 

the purpose of the better clarity. However, this complex component consists of 

multiple technical components, each with a very specific and important purpose. 

The following diagram captures the architecture of the Authorization Box in much 

higher detail: 



The following components are captured at the diagram: 

✔ PowerAuth Web Flow 

The Web GUI for presenting authentication and authorization steps. 

✔ Next Step 

The logical component that determines the sequence of the authentication and 

authorization. 

✔ Data Adapter 

The component that is responsible for connecting to the bank back-end, mainly 

to fetch information about the end users. 

✔ PowerAuth Server, PowerAuth Push Server, and PowerAuth Admin 

Components related to mobile application security and mobile token app 

operation. 

✔ Mobile Token 

Whitelabel mobile app for iOS and Android used for SCA on web and API. 

Application Deployment 

All applications are written in a Java technology (Spring Boot, JPA2.0 / Hibernate). 

They can be deployed in two modes: 

✔ Docker Deployment 

✔ Deployment in Application Server (such as Apache Tomcat) 

In both cases, having a JPA2.0 compliant database, such as Oracle, PostgreSQL or 

MySQL, is a pre-requisite. 



License Model 
The software cost consists of: 

✔ One-time implementation fee. 

✔ Annual license fee, with tiers based on number of online active users. 

Conclusion 
We would like to thank you for the trust in our company, and we hope that you will 

find our proposal appealing. We are looking forward to your response. 

 

…………………………………… 

Petr Dvořák, CEO and Founder 
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